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The purpose of the Quick Reference Guide for SCI Registry User Maintenance is to provide the Electronic Signature
Authority with step-by-step instructions for user maintenance which will include assignment of individual user’s security
roles. If questions or concerns should arise during the assignment of individual user’s security roles, contact the help
desk at 866-439-4082 (select option 2, Immunization Registry).

The Electronic Signature Authority is the facility’s senior prescribing authority. In South Carolina, the
senior prescribing authority may be:

e Doctor of Medicine (MD)
Doctor of Osteopathy (DO)
Physician Assistant (PA)
Advanced Practice Registered Nurse (APRN)
Doctor of Pharmacy (PharmD)
Registered Pharmacist (RPh)

The Electronic Signature Authority is solely responsible for the maintenance of the facility’s individual
user’s accounts.

Maintenance of the facility’s individual user’s accounts includes:

e Adding new individual user’s accounts
Providing new individual users with access information
Resetting passwords
Disabling individual user’s accounts
Selecting user’s security role

Logging into SCI PAS

To access User Maintenance, the

Electronic Signature Authority should go to: ' SC1

3 HOME REGISTRY

httDSZ//WWW.SCd hEC.QOV/SCiDaS Tecome Welcome to the South Carolina ization Provider Access System (SCIPAS)
Electronic Signature Authority should enter El‘:@i:l":’mwm r::rrzectslzlne? and print the appropriate Quick Reference Guide for step-by-step
Username and Password. Click LOGIN. N _ General
i Establishing a New Account

If Electronic Signature Authority does not o
remember Username and Password, please _ L7 Data Exchange OnBomrding
contact the Help Desk at 866-439-4082 TestHealthcere - HLT Process Overview
(select option 2, Immunization Registry) - VFC and State Vaccine Programs

for assistance.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e sciregistry@dhec.sc.gov
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Navigating to User Maintenance

Electronic Signature Authority
navigates to User Maintenance by
clicking on ADMIN tab.

HOME NEWS ACCOUNT VACCINE REGISTRY ADMIN REPORTS LOGOUT

Welcome Welcome to the South Carolina Immunization Provider Access System (SCIPAS)

SCI PAS Home

Please select and print the appropriate Quick Reference Guide for step-by-step
instructions.

REPORTS

LOGOUT

ADMIN

HOME REGISTRY

NEWS ACCOUNT

Administration Administration

& = High Priority Alert & = DHEC Waming Message # = General DHEC Message
SCI PAS Home (click a message heading to show or hide the message text)
Logout

Click on User
Maintenance.

Administration Message Board (0 Messages)

User Maintenance

Provider Maintenance

Selected Location
| Test Healthcare -

LOGOUT

HOME NEWS ACCOUNT REGISTRY ADMIN REPORTS

From the Select A
Provider dropdown,
select your facility.

Data Roles

User's Providers

-]
Last Logge
][ ][ User Type: ()ESA (JLSA () Neither (1)
EnterEmai: [ ()

Examples: jdoc@providercom  jane.doe@provider.com
First Name: I

Fill out the necessary information.

Last Name

To Get Started:

Select a Provider
_OR-
Search a Username Last Name: [
Examples: John Q. Doe Jane Doe
Position: I

Middle Name: I

Examples: Vaccine Covrdinator Medical Doctor
Phone Number: [
Examples: (803) 555-1234 (364) 123-4567

® ® 000

Test Healthcare v 18 Search a Usemnamel| Search Data User's Providers Roles
Users are listed in Proider Ve ° Fill out the necessary information.
. D= Username First Nams LastName  LastLozes
alphabetlcal order T [ T 1T i User Type: (JESA (@LSA () Neither ()
ba Sed ont h e use r’ S 12326 james lazal @testhezlthcare ¢ James Lezal 150553 Enter Email: [ames legal@testhealthca. &)
. 12522 |john test@resthezltheare con TOkn Test 150555 Examples: jdos@providercom jane dos@provider com
emal I a d d ress. 13369 mary test@testhealthcare.cor Mary Test 50 First Name: [James [ 2]
13370 sara test(@testhealtheare.com Sara Test Middle Name: [ 2
Last Name: [Legal [ 2]
Users in RED have Examples: Jotn Q. Do Jzaz Doe
A Position: [CEQ [}
disabled. Examples: Vaccine Coordinator Medical Doctor
Phone Number: [(803) 8985555 2]
Examples: (803) 555-1234 (364) 123-4567
User can access SCIPAS () yes (o ()
< >
4 New 5 Reffesh ® Reset Password View1-4of4 < >

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e sciregistry@dhec.sc.gov
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Adding New User Accounts

Test Healtheare + 8 search a Usernamel| Search Data  User's Providers | Roles
STEP 1:
_ LT L -] Fill out the necessarvy information.
D=+ Usernzme First Name Last Nama LastLozzs
] ] [ | [ | [ User Type: ()ESA ()LSA (g Neither ()
Search for user by @ OFS OFF @
12326 james legal @testhealthcare. James Lezal 150355 Enter Email: (2 test@testheatthcare ¢ ()
scrol“ng up/down 12322 john test@testhealtheare.con Tohn Test 150355 Examples: jdoe@p com  jane dos@provider com
I . . I 13269 mary test@testhealthcare. cot Mary Test 150355 First Name: [Sara @
ist or type emai 13370 sara test{@testhealthcare com Sara Test 150555 Middle Name: [ =]
address in search Last Name: et o
Examples: John Q Doe Jane Dos
screen. Position: [Furss ]
Examples: Vaccine Covrdinator Medical Docter
Phone Number: [(303) 8959879 2]
Examples: (803) $55-1234 (864) 123-4567
User can access SCIPAS () v, @ o ()
STEP 2:
STEP 2:
< >
+ New M5 Refrash $ Resat Password View 1-4ofd < >

If individual is not
found, click on NEW

STEP 3:

R ; On the right side

Test Healthcare » [B88 Search a Usemnamel| Search Data User's Providers Roles Of th e scree n, t h e
Provider Users -] Fill out the necessary information. DATA ta b |S
Da Username First Name LastName  LastLoges .
[ i il T T User Type: ()ESA ()LSA () Neither (1) activated. Select
12326 james legal @testhealthears ¢ James Lazal 150533 Enter Email: [— 7]

L joln testBtesthealtheare cont Jahn Test 130353 Examples: jdos@provider.com  jzne.doe@provider.com N E ITH E R fo r U ser
13369 mary test@testhealthcare con Mary Test 150353 First Name: [ [2] Type Then, enter
i sara test@testhealthcare com Sara Middle Name: [ 7] . .. .
o i - o el individual’s email,

ast Name: [ [ 7]

Examples: John Q Doe Jane Dos - first name, last

Position: [ .

Examples: Vaccine Coordinator Medical Doctor name, position

Phone Nurber: @

Examples: (803) 555-1234 (864) 123-4567 and p hone
number in
appropriate
fields. Then, click

< > SAVE.
4 New (& Refresh 9 Raset Password Viewl 4oft || ¢ >

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e sciregistry@dhec.sc.gov
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G 0 o

Test Healthcare » [BOE Search a Username | Search Data User's Providers

S i (-] Fill out the necessary inforn
ma Usemame First Mame LastMame  LastLogee

[ ][ ] ] [ ] [ User Type: (JESA (LSA (@) Neither
12326 james legal @testhealtncare. ¢ James Lezal 150555 Enter Email: [juke test@testheatthcare «
12322 john test@testhealtheare.con John Test 150555 Examples: jdoe@providercom jane dos@provider .
13371 Tuke test{@testhealtheare con Luke Test 150555 First Name: [[ yie
13369 eyttt Iy
13370 sara test@testhed =

jammes legal @testhealthcare ¢ James Legal 150555

User Roles

Test Healthcare » [E88 Search a Username || Search Data User's Providers Roles
Provider Users (-]
D= Username First Mame LastMame  LastLogee

Click To Show Roles

STEP 4:

On the right side
of the screen,
click on the
ROLES tab.

STEP 5:

Select CLICK TO
SHOW ROLES.

SECURITY

VFC AND STATE VACCINE PROGRAMS

Provider VFC Administrator O ves @ N0
Access to: Documents on Federal VFC Enrollment and SC State Enroliment iabs (without electronic signature rights)

Recommended for: Provider Practice Manager/Administrator, Provider Practice Lead Nurse

Restrictions: One (1) user per facility

Provider Vaccine Coordinator
Access to: DHEC 1143 & 1223 on Federal FFC Enrolinant tab Ove @xo
Recommended for: Provider Vaccine Coordinator

Restrictions: Two () users per facility

REGISTRY

Provider Registry Administrator Oves @0
Access to: All Documents on Registry Status and HL7 Data Exchangs tabs (without electronic signature rights)

Recommended for: Provider Practice Manager/ Administrator, Provider Practice Lead Nurse

Restrictions: Ona (1) user per facility

Provider Registry Override User O ves @ o
Access to: SCI Registry Updats Rights (with validate/imvalidate and deletion rights)

for: Provider Invmunization Nursing Staff
Restrictions: Two (2) users per facility

Provider Registry Standard User
Access to: SC/ Registry Update Rights COes @0
for: Provider Inmunization Nursing and AdministrativeOffice Staff
Provider Registry Read-Only User O e @¥o
Access to: SCI Registry Read-Only Mode (with ability to print reports)
for: Provider Invmumization Nursing and Administrative/Office Staff

S
A

STEP 6:

Select appropriate Registry

security user role:

. Provider Registry Administrator:

On behalf of the electronic signature
authority, user can complete on-
boarding forms without electronic
signature rights; only electronic
signature authority can submit forms.

. Provider Registry Override User:
Update rights (ability to print reports)
plus validation/invalidation and deletion
rights

. Provider Registry Standard User:
Update rights (ability to print reports)

. Provider Registry Read-Only User:
Read-only rights (ability to print reports)

After selecting appropriate

security role, select SAVE.

The Electronic Signature Authority (ESA) is responsible for the appropriate selection of an individual’s

security role in SCI Registry and future maintenance of all individual user accounts for the facility.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e sciregistry@dhec.sc.gov
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STEP 7:

Individual user account set-up is
now complete.

User must:
o View Registry User Overview Test Healthcare =~

Search a Usernamel§ Search

and Training Videos bl ; )
D~ Username First Name LastMName  LastLoged
e View/Print Registry User [ I I I I
. . 12326 james legal @testhealthcare ¢ James Lezal 150555
QUICk Reference GUIde 12322 ;ohntzsr@mamzzlﬂanmcmlnhn Test 150555
13371 Test

s

13369 mary.test@testhealtheare.cor Mary

These documents may be found
on the SCI PAS Home Page.

13370 sara test{@testhealtheare com Sara

Upon user’s completion of the

overview and training videos, ESA

will provide user with:

e Username —This is the
individual’s email address.

e Temporary Password — This

Username

<
+ New

& Refrash 8 Reset Password

Test

Test

PIN

>
View 1 -5 of 5

Data User's Providers Roles

Click To Show Roles

is the facility’s PIN.

Updating an Existing User

STEP 1:

HOME

NEWS

ACCOUNT

Lest Healtucare ~ R Scarch a Usemam|
. . Provider Users -
Click on the appropriate user. 3 C— T
[ ] ][ ] ]
On the right side of the screen, o
the DATA tab will update Showing 13371 ke test(ftesthealtheare.com Luke Test 150555
Vi . . 13369 mary testi@testhealthcare cor Mary Test 150555
the selected user’s information. T g e

NOTE: Selected user does not
have access to SCI PAS. Click YES,
if access is desired for this user.
Then, click SAVE.

<

4 New (5 Refresh  Reset Password

e —

>

View 1-5of 5

REGISTRY [ ADMIN REPORTS LoGouT

Data User's Providers Roles

Fill out the necessary information.

User Type: ()ESA ()LSA (g Neither

Enter Email: [mary test@testhealthcare

Examples: jd

ider.com  jane doe@provider.com

First Name: IM"'S

Middle Name: I

Last Name: [Text

Examples: John Q. Doe Jane Doe
Position: [Nurse

Examples: Vaccine Coordinator Medical Doctor
Phone Number: ((03) 395-6987

H - 4) 123-4367
User can access SCIPAS (7) v, @ Ng

< >

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e sciregistry@dhec.sc.gov


http://www.youtube.com/playlist?list=PLqGWmyz3QMptJ4aXlTGL52ZdcPk2-z6zN
http://www.youtube.com/playlist?list=PLqGWmyz3QMptJ4aXlTGL52ZdcPk2-z6zN
http://wwwtest/scipas/documents/Registry_Users_Quick_Reference_Guide.pdf
http://wwwtest/scipas/documents/Registry_Users_Quick_Reference_Guide.pdf
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G 0 o

Test Healthcare v B8 Search a Usemnamel| Search Data User's Providers
S i (-] Fill out the necessary information.
D Usermams First Nama LastMame  LastLogge
[ I [ I ] [ ][ User Type: (HESA ()LSA (@) Neither
12326 james lagal @testhealthcare. ¢ James Legal 150555 Enter Email: [mary test@testheatthcars
1212 Jjobn test@testhealtheare.con John Test 150355

User Roles

13371 Tk}
13369 3] i
13370 sar] sc
HOME [ NEWS || ACCOUNT || REGISTRY || ADMIN || REPORTS [ LOGOUT
Test Healthcare v B8 Search a Usernamel| Search Data User's Providers Roles
Provider Users (-]
ma Username First Name Last Name Last Loge=
12326 Jjames legal@testhealtheare ¢ James Lezal 1505535
John test@testhealtheare.con John Test 150335

SECURITY

VFC AND STATE VACCINE PROGRAMS

Provider VFC Administrator O Yes ®No
Access to: Documents on Federal VFC Enrollment and SC State Enrollment tabs (without electronic signature rights)
Recommended for: Provider Practice Manager/Administrator, Provider Practice Lead Nurse
Restrictions: Ore (1) user per facility
Provider Vaccine Coordinator ) Yes ® N
Access to: DHEC 1143 & 1223 on Federal VFC Enrollment tab =
Recommended for: Provider Vaccine Coordinator
Restrictions: Tivo (2) users per facility
REGISTRY
Provider Registry Administrator ) ¥es @0
Access to: All Documents on Registry Status and HL7 Data Exchange tabs (without electronic signature rights)
Recommended for: Provider Practice Manager/Administrator, Provider Practice Lead Nurse
Restrictions: Oree (1) user per facility
Provider Registry Override User ) es @0
Access to: SCI Ragistry Update Rights (with validate/ivalidate and deletion rights)
for: Provider rmunization Nursing Staff
Restrictions: Tivo (2) users per facility
Provider Registry Standard User
Access to: SC/ Registry Update Rights e @2
for: Provider Immunization Nursing and. ative/Qffice Staff
Provider Registry Read-Only User ) ves (8o
Access to: SCI Registry Read-Oniy Mode (with ability to print reports)
for: Provider Prmunization Nursing and Administrative/ Office Staff

I Save I Cancel

Examples: jdoe@provider.com  jane.doe@provider.com

4

STEP 2:

On the right side
of the screen,
click on the
ROLES tab.

STEP 3:

Select CLICK TO
SHOW ROLES.

STEP 4:

Select appropriate Registry

security user role:

. Provider Registry Administrator:

On behalf of the electronic signature
authority, user can complete on-
boarding forms without electronic
signature rights; only electronic
signature authority can submit forms.

. Provider Registry Override User:
Update rights (ability to print reports)
plus validation/invalidation and deletion
rights

. Provider Registry Standard User:
Update rights (ability to print reports)

. Provider Registry Read-Only User:
Read-only rights (ability to print reports)

After selecting appropriate

security role, select SAVE.

The Electronic Signature Authority (ESA) is responsible for the appropriate selection of an individual’s

security role in SCI Registry and future maintenance of all individual user accounts for the facility.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e sciregistry@dhec.sc.gov
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STEP 7:

Individual user account set-up is
now complete.

User mUSt: Test Healthcare v &8 Search a Username ] Search Data
e View Registry User Overview T °
and Training Videos —_—— e
° V|ew/Pr|nt Reg|strv User Quick 12326 james legal @testhealtacare | Tames Legal 150553
f id 12322 john test@testheithears.con John Test 150355
Reference Guide 15371 Tuke test @testhealtheare con Luke Test 150355

13370 sara test@testhealtheare comf Sara Test 150555

These documents may be found on
the SCI PAS Home Page.

Upon user’s completion of the
overview and training videos, Username PIN
ESA will provide user with:
e Username —This is the

individual’s email address. £ 2

User's Providers Roles

Click To Show Roles

+ New (& Refresh $ Reset Password View 1 -5 of 5
e Temporary Password —
This is the facility’s PIN.

Resetting User’s Password

responsible for the resetting user’s e Symbol

passwords.

Test Healthcare » JEO8 scarch a Usernamel| Search Data | User'sProviders = Rad STEP 1:
Provider Users (-]
ma Usemame First Name Last Name Last Lozee . .
| T T T T To reset a user’s password, click on appropriate user.
12326 Jjames legal@testhealtheare ¢ James. Legal 150555
li‘.:":} john test{@testhealtheare con John Test 1535? Click RESET PASSWORD.
| 13369 mary test@testhealthcare cor Mary Test 150555
13370 sara test@testhealthcare com Sara Test 150555 . . .
ESA will provide user with:
e Username — This is the individual’s email address.
e Temporary Password — This is the facility’s PIN.
< >
e = el e Please remind user’s that the New Password must

be at least 8 characters long and include:
e Uppercase letter
I The Electronic Signature Authority (ESA) is e Lowercase letter

e Number (minimum of 2)

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e sciregistry@dhec.sc.gov


http://www.youtube.com/playlist?list=PLqGWmyz3QMptJ4aXlTGL52ZdcPk2-z6zN
http://www.youtube.com/playlist?list=PLqGWmyz3QMptJ4aXlTGL52ZdcPk2-z6zN
http://wwwtest/scipas/documents/Registry_Users_Quick_Reference_Guide.pdf
http://wwwtest/scipas/documents/Registry_Users_Quick_Reference_Guide.pdf
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Disabling an EXxisting User

v [B8)i8l Search a Usernamel] Search Data User's Providers Roles
m LA © Fill out the necessary information.
ma Usernama First Mame LastMame  LastLogge
- - [ ][ ] [ ][ ] [ User Type: ()ESA ()LSA (9 Neither

Cl ICk on the approprlate user. 12326 jammes legal Gtesthealinoars ¢ James Lazal 150533 Enter Email: [Sara test@testhealtheare ¢

123 Jobntest@testhealthcare.con John Test 130353 Examples: jdoe@gprovider.com  jane.doe@provider.com
On the rlght Side Of the Screen, the 13371 Iuke test@testhealthcare con Luke Test 130555 First Name: [Sarg

. . 13369 mary test@testhealthears cor Mary Tast 130355 Middle Name: [
DATA tab will update showi ng the 13370 sara test@testhaalthears com Sara Test 150555 Last Name: [Tz
selected user’s information. Frampes: f;_z‘j Doe Jane Do
Examples: Vaccine Coordinator Medical Doctor
To disable (or terminate) a user’s e R —
access to SCI PAS, click NO. Then, |U access SCIPAS @ e e I
click SAVE.
( , =
+ New & Refresh $ Reset Password View 1 -5 of 5 < >

SC1

HOME

NEWS

ACCOUNT

REGISTRY ADMIN REPORTS LOGOUT

Test Healthcare 'y -OR- Data User's Providers Roles
m G © Fill out the necessary information.
= Username First Name LastMame  LastLogg=
. . \ T T T T T Tser Type: Veither
The disabled (or terminated) user frer e OF @7SR O
12326 James legal @testhealthcare ¢ James Legal 150355 Enter Email: james legal@testhealthca
account should now appear in 122 |jobates@resthealicare o Toka Test 150355 Examples: jdce@providercom jane doe@provider.com
. 13371 ke test Gtesthealtheare con Luke Test 150355 First Name: [James
RED following the last enabled (or 155 | enmttoreniziny T s Miadie Name:
active) user account. If more than 13370 sara test @ testhalthcare. com Sara Test 150355 Last Nane: [[ogal
. . Examples: Joha Q Doe Jane Doe
one disabled user account is Posicion: [TEQ
. . Examples: Vaccine Coordinator Medical Doctor
listed, user accounts are in Phone Nunber: (535 5593555
a | pha betica | o) rde r by ema | | Examples: (803) 535-1234 (864) 123-4567
User can access SCIPAS (®) yos (O No
address.
( :
4 New (5 Refrash 0 Reset Password View1-5 of 5

The Electronic Signature Authority (ESA) is responsible for the disabling (or terminating) of user

accounts.

SCI Registry Help Desk e 866-439-4082 (select option 2, Immunization Registry) e sciregistry@dhec.sc.gov



